


Skip to main content


    
        
            
        
        
            
            
            
        

    

    
        
        
            
                Home
            

                            
                    Research Outputs
                
            
                            
                    People
                
            
                            
                    Faculties and Departments
                
            
            
                                                                            
                        
                            Research Centres/Groups
                        
                        
                                                            
                                    Advanced Materials and Electronic Devices
                                
                                                            
                                    Advanced Research Computing (ARC)
                                
                                                            
                                    Aesthetics, Ethics and Politics
                                
                                                            
                                    Algorithms and Complexity in Durham (ACiD)
                                
                                                            
                                    Animal Cells and Systems
                                
                                                            
                                    Applied and Computational Mathematics
                                
                                                            
                                    Artificial Intelligence and Human Systems (AIHS)
                                
                                                            
                                    Behaviour, Ecology and Evolution Research Centre (BEER)
                                
                                                            
                                    Bioarchaeology
                                
                                                            
                                    Bioengineering
                                
                                                            
                                    Biomolecular Interactions
                                
                                                            
                                    Biophysical Sciences Institute (BSI)
                                
                                                            
                                    Catchments and Rivers
                                
                                                            
                                    Centre for Advanced Instrumentation
                                
                                                            
                                    Centre for Banking Institutions and Development
                                
                                                            
                                    Centre for Catholic Studies
                                
                                                            
                                    Centre for Chinese Law and Policy
                                
                                                            
                                    Centre for Classical Reception
                                
                                                            
                                    Centre for Consumers and Sustainable Consumption
                                
                                                            
                                    Centre for Contemporary Chinese Studies
                                
                                                            
                                    Centre for Criminal Law and Criminal Justice
                                
                                                            
                                    Centre for Culture and Ecology
                                
                                                            
                                    Centre for Death and Life Studies
                                
                                                            
                                    Centre for Environmental and Energy Economics
                                
                                                            
                                    Centre for Ethics and Law in the Life Sciences
                                
                                                            
                                    Centre for Experimental Methods and Behavioural Research
                                
                                                            
                                    Centre for Extragalactic Astronomy
                                
                                                            
                                    Centre for Global Infectious Disease
                                
                                                            
                                    Centre for Humanities Engaging Science and Society
                                
                                                            
                                    Centre for Institutions and Political Behaviour
                                
                                                            
                                    Centre for Intercultural Mediation
                                
                                                            
                                    Centre for Law and Global Justice
                                
                                                            
                                    Centre for Leadership and Followership
                                
                                                            
                                    Centre for Macroeconomic Policy
                                
                                                            
                                    Centre for Materials Physics
                                
                                                            
                                    Centre for Molecular and Nanoscale Electronics
                                
                                                            
                                    Centre for Neurodiversity & Development
                                
                                                            
                                    Centre for Nineteenth-Century Studies
                                
                                                            
                                    Centre for Organisations and Society
                                
                                                            
                                    Centre for Particle Theory
                                
                                                            
                                    Centre for Political Thought
                                
                                                            
                                    Centre for Quantitative Research in Financial Economics
                                
                                                            
                                    Centre for Research into Violence and Abuse
                                
                                                            
                                    Centre for Social Justice and Community Action
                                
                                                            
                                    Centre for Strategy, Technological Innovation and Operations
                                
                                                            
                                    Centre for Sustainable Development Law and Policy
                                
                                                            
                                    Centre for Vision and Visual Cognition
                                
                                                            
                                    Centre for Visual Arts and Cultures
                                
                                                            
                                    Centre for the History of Medicine and Disease
                                
                                                            
                                    Centre for the Study of Jewish Culture, Society and Politics
                                
                                                            
                                    Centre for the Study of the Ancient Mediterranean and Near East
                                
                                                            
                                    Climate, Environment and Resources
                                
                                                            
                                    Cognitive Neuroscience
                                
                                                            
                                    Communications and THz
                                
                                                            
                                    Computational Mechanics
                                
                                                            
                                    Condensed Matter Physics
                                
                                                            
                                    Criminal Justice, Social Harms and Inequalities
                                
                                                            
                                    Developmental Science
                                
                                                            
                                    Durham Centre for Crop Improvement Technology
                                
                                                            
                                    Durham Centre for Law and Philosophy
                                
                                                            
                                    Durham Centre for Soft Matter
                                
                                                            
                                    Durham Cultural Evolution Research Centre
                                
                                                            
                                    Durham Energy Institute (DEI)
                                
                                                            
                                    Durham Enterprise Centre
                                
                                                            
                                    Durham European Law Institute
                                
                                                            
                                    Durham Geochemistry Centre
                                
                                                            
                                    Durham Infancy and Sleep Centre
                                
                                                            
                                    Durham International Dispute Resolution Institute
                                
                                                            
                                    Durham Research Methods Centre (DRMC)
                                
                                                            
                                    Durham Research in Economic Analysis and Mechanisms
                                
                                                            
                                    Durham University Evidence Centre for Education
                                
                                                            
                                    Durham X-Ray Centre
                                
                                                            
                                    Ecology, Evolution and Environment
                                
                                                            
                                    Economic and Social History
                                
                                                            
                                    Economy & Culture
                                
                                                            
                                    El Shaarani Centre for Ethical Finance, Accountability and Governance
                                
                                                            
                                    Environmental
                                
                                                            
                                    Evolutionary Anthropology
                                
                                                            
                                    Fluid Mechanics
                                
                                                            
                                    Gender and Law at Durham
                                
                                                            
                                    Geochemistry
                                
                                                            
                                    Geographies of Life
                                
                                                            
                                    Global Policy Institute
                                
                                                            
                                    Hazards and Surface Change
                                
                                                            
                                    Health and Social Theory
                                
                                                            
                                    Human Rights and Public Law Centre
                                
                                                            
                                    Institute for Commercial and Corporate Law
                                
                                                            
                                    Institute for Computational Cosmology (ICC)
                                
                                                            
                                    Institute for Data Science (IDAS)
                                
                                                            
                                    Institute for Local Governance
                                
                                                            
                                    Institute for Medical Humanities (IMH)
                                
                                                            
                                    Institute for Particle Physics Phenomenology (IPPP)
                                
                                                            
                                    Institute of Advanced Study (IAS)
                                
                                                            
                                    Institute of Hazard, Risk and Resilience (IHRR)
                                
                                                            
                                    Institute of Medieval and Early Modern Studies (IMEMS)
                                
                                                            
                                    International Politics
                                
                                                            
                                    Learning and Memory Processes Centre (LAMP)
                                
                                                            
                                    Marketing and International Business (MIB)
                                
                                                            
                                    Mathematical and Theoretical Particle Physics
                                
                                                            
                                    Molecular Plant Sciences
                                
                                                            
                                    Music & Science
                                
                                                            
                                    Network Engineering, Science and Theory in Durham (NESTiD)
                                
                                                            
                                    Northern Communities
                                
                                                            
                                    Paleoclimate
                                
                                                            
                                    Paleoecosystems
                                
                                                            
                                    Pedagogy and Curriculum
                                
                                                            
                                    Pedagogy in Computer Science (PICS)
                                
                                                            
                                    Political Economy
                                
                                                            
                                    Politics-State-Space
                                
                                                            
                                    Probability
                                
                                                            
                                    Quantitative Social Psychology
                                
                                                            
                                    Quantum Light and Matter
                                
                                                            
                                    Scientific Computing (SciComp)
                                
                                                            
                                    Sea Level, Ice and Climate
                                
                                                            
                                    Sedimentology
                                
                                                            
                                    Social Anthropology
                                
                                                            
                                    Statistics
                                
                                                            
                                    The Centre for Communications Systems
                                
                                                            
                                    The International Centre of Public Accountability
                                
                                                            
                                    Thinking East Asia
                                
                                                            
                                    Transnational History
                                
                                                            
                                    Urban Worlds
                                
                                                            
                                    Violence and Abuse
                                
                                                            
                                    Vision, Imaging and Visualisation in Durham (VIViD)
                                
                                                            
                                    Wolfson Research Institute (WRI)
                                
                                                            
                                    Zurbarán Centre for Spanish and Latin American Art
                                
                                                    

                    

                                        
                
                    Browse
                
                
                    
                        By Year
                    
                    
                        By Author
                    
                    
                        By Type
                    
                

            


                    

        
        
            
                About
            

            
                OAI
            
        

    






    
        

            

                                    
                        
                            
                        
                    

                
                

                                            
                            Research Repository

                        

                    
                    

                        
                        
                            
                            
                                All
Output
Person
Project


                            
                            

                            
                                
                            

                            
                                
                                    
                                
                            

                        

                        
                            
                                 Advanced Search
                            
                        
                    

                

            


        

    





    

    

        
            
                FuturesMEX: Secure Distributed Futures Market Exchange
            

            
                Massacci, F.; Ngo, C.N.; Nie, J.; Venturi, D.; Williams, J.
            

        

    





    

        
            	
                    Home
                
	
                    Outputs
                


        

        
            
                                    
                        
                    

                    


                
                
                    Authors


                    
                                                                                    
                                    
                                        
                                            
                                                F. Massacci
                                            

                                        

                                    

                                
                                                                                                                
                                    
                                        
                                            
                                                C.N. Ngo
                                            

                                        

                                    

                                
                                                                                                                
                                    
                                        
                                            
                                                J. Nie
                                            

                                        

                                    

                                
                                                                                                                
                                    
                                        
                                            
                                                D. Venturi
                                            

                                        

                                    

                                
                                                                                                                
                                                                            
                                            
                                                
                                            

                                        
                                                                        
                                        
                                            
                                                Professor Julian Williams julian.williams@durham.ac.uk
                                                

                                                Head of Department
                                            

                                        

                                    

                                    
                                        
                                            
                                        
                                    

                                
                                                                        


                    



                
                
            


            

                                    
                        Abstract

                        In a Futures-Exchange, such as the Chicago Mercantile Exchange, traders buy and sell contractual promises (futures) to acquire or deliver, at some future pre-specified date, assets ranging from wheat to crude oil and from bacon to cash in a desired currency. The interactions between economic and security properties and the exchange’s essentially non-monotonic security behavior; a valid trader’s valid action can invalidate other traders’ previously valid positions, are a challenge for security research. We show the security properties that guarantee an Exchange’s economic viability (availability of trading information, liquidity, confidentiality of positions, absence of price discrimination, risk-management) and an attack when traders’ anonymity is broken. We describe all key operations for a secure, fully distributed Futures-Exchange, hereafter referred to as simply the ‘Exchange’. Our distributed, asynchronous protocol simulates the centralized functionality under the assumptions of anonymity of the physical layer and availability of a distributed ledger. We consider security with abort (in absence of honest majority) and extend it to penalties. Our proof of concept implementation and its optimization (based on zk-SNARKs and SPDZ) demonstrate that the computation of actual trading days (along Thomson-Reuters Tick History DB) is feasible for low-frequency markets; however, more research is needed for high-frequency ones.
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