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Blockchain for Internet of Drones: Applications,
Challenges and Future Directions

Maninder Pal Singh, Student Member, IEEE, Gagangeet Singh Aujla, Senior Member, IEEE,
Rasmeet Singh Bali

Abstract—Drones or unmanned aerial vehicles (UAV), started as a byproduct of military research are passing through its most popular
period when they are being used in broader horizons, and more possibilities are being explored in commercial applications. The
evolution of drones is quiet interesting and this article provides some of the key chronology of different time quanta related to the
emergence of drones in global market. During this journey, the size-shape-form of drones has also evolved, thus different drone
topologies are also discussed here. We have also considered the wide range of drone applications (every nook and cranny) for a
comprehensive discussion. Hereon, this article discusses the emergence of Internet of Drones and its industrial application
perspective. Now, the advancement brings key concerns, and the security has always been a concern for these manless machines.
Thus, we highlight the key security concerns and then propose the trending Blockchain as a key solution for these concerns. However,
blockchain-drone coalesce has always witnessed key concerns from the research community. We discuss these concerns and
alongside we present some derived blockchain architectures that tend to resolve these concerns. The later part of this article presents
a case study for drone-based community delivery in pandemic-like situations using a derived blockchain architecture. The article
concludes with the key open issues and future challenges.

Index Terms—Blockchain, Drone delivery, Derived Blockchain, Drone topology, Security, Internet of Drones, Industry 4.0.

F

1 INTRODUCTION

Drones, also known as unmanned aerial vehicles (UAV) are
airborne vehicles that can fly without the pilot on board.
This idea of manless flying objects is a byproduct of military
research aimed at reducing the risk involved in carrying
out operations. Although the usage of drones is traced
back to World War 1, in current times drones have crossed
broader horizons, and more possibilities are being explored.
This proliferation can be attributed to the integration of
technologies like, cloud computing, artificial intelligence,
and advanced sensing mechanisms. Another contributing
factor is that drones are becoming inexpensive and more
accessible making them a good fit in numerous areas like
aerial photography, logistics, geographical mapping, disas-
ter management, precision agriculture, search and rescue,
weather forecast, and wildlife monitoring being a few of
many. The widespread applications led to the development
of different types of drones depending upon factors like
their size, weight, payload capacity, and flight range.

The drone can primarily be operated in two ways based
on their pilot systems which can be fully autonomous and
remote-controlled. The drones are being built in such a way
that they are becoming smaller yet powerful, not just in the
sense of payload-carrying, but also in their flight capabili-
ties. As remote controlling of drones has the dependency on
ground control stations for the drone actions, it has brought
in certain limitations like communication links are prone
to failures, unplanned hindrances during the flight are to
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be reacted upon through the ground remote controlling
and most importantly, human intervention is required. This
has led to the new generation of drones that can make
use of computer vision algorithms combined with decision-
making mechanisms resulting in autonomous flights.

1.1 Evolution and History of Drones
In Fig. 1, a chronological evolution of drones [1] is presented
by segregating it into three time quanta discussed below:

1.1.1 Early Era
The use of drones began in 1917 when they were used
as flying bombs in World War 1. Thereafter, the Military
of different countries kept investing in research on UAV
technology, and as a result the World War 2 witnessed
the use of remote controlled drones. Thereon the drones
research moved towards surveillance during cold war [1].

1.1.2 Military Era
By 1973, the use of the drone for surveillance by the military
became popular and by the year 1985 huge investments
were made to scale up the UAV development, which re-
sulted in GNAT 750 and thereafter bigger and sturdier
Predator drone. The US army used Predator extensively in
the Afghanistan war and subsequently drones were used in
Pakistan, Yemen, and Somalia [1].

1.1.3 Commercial Era
Until the year 2006, drones were not legalized for non-
military purposes. As the federal aviation administra-
tion (FAA) lifted certain limitations, camera-equipped and
remote-controlled drones were available in the commercial
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Fig. 1: Chronological evolution of drones [1]

market by 2013. Ever since drones became small, light, and
affordable, they started to appear in various commercial
applications. In 2016, the drones were deployed by amazon
and UPS for delivering items. Subsequently, in 2018, the
drones were used by Zipline to deliver medical services in
Tanzania. During these times, NASA announced that drones
will be used on their 2020 Mars mission. This worked as a
catalyst in drone development and in 2018 Goldman Sachs
predicted that the drones market will be around $100 billion
by 2020. COVID-19 also witnessed the use of the drone for
sensitization drives and vaccine delivery in 2020-21 [1].

1.2 Drone Topology

Drones are available in various shapes and sizes and even
some forms are so similar to the conventional forms (as
shown in Fig. 2) that it becomes difficult to differentiate,
a brief elaboration [2] of different forms is as follows:

1.2.1 RC Helicopter

The RC helicopters are comparably challenging to fly than
quadcopters as very few onboard software controls are
available and as a result of one main motor-based archi-
tecture, it’s less stable than a quadcopter drone.

1.2.2 Coaxial Helicopter
The structure of its motor shaft is built in concentric coaxial
form with one shaft rotating one rotor in clockwise (CW)
direction and the second shaft rotates the other rotor in
the counter-clockwise (CCW) direction. The electric coaxial
helicopters are stable and easier to fly than a conventional
helicopter.

1.2.3 Tricopter (Y)
It uses three motors to generate buoyancy in an equally
distributed motor layout with the usually 120-degree an-
gle between the arms. Tricopters have special YAW servo
motors that can tilt and hence counter the rotational forces.
Subjected to the same motor power and blade sizes they are
outperformed in terms of thrust offered by quadcopters.

1.2.4 Quadcopter (X)
It has become a de facto in the drone industry due to
its stability, good upthrust, and easy maneuverability for
small to mid-sized drones. The rotors are places at an even
distance of 90 degrees in an X configuration, the four rotors
work in two sets with each set having two rotors. One set
of rotors have CW propellers and the other set has CCW
propellers.



IEEE INTERNET OF THINGS MAGAZINE, VOL. XX, NO. Y, JULY 2021 3

RC helicoptor Coaxial helicoptor Coax

Tricoptor (Y) Y6 Quadcoptor (X) X8

Hexacoptor Octocoptor

Drones can fly without pilot

Drones can climb

Drones can crawl

Drones can grab

Drones can talk

Drones can recognize

Drones can coordinate

Drones can capture 

Drones can have purpose

Drone capabilities Drone applications

Emergency services and disaster recovery

Urban planning, real estate, architecture, engineering

Media and communications

Agriculture, aquaculture, silviculture, viticulture

Business and commerce

Recreation and Entertainment

Environment management

Security services and defence

Energy and utilities

Insurance

Mining

Transportation and delivery

Drone topologies

Fig. 2: Drone capabilities, topology and applications

1.2.5 Hexacopter
It has 6 rotors lead in the layout of two sets of three rotors
each. The rotors in one set use CW propellers whereas the
second set of rotors are in CCW configuration. Around the
trunk, one CW rotor is followed by one CCW and so on
resulting in an increased sized drone. But, more uplifting
thrust is good for cargo delivery. Also, in case of a motor
failure, the hexadrones do not crash and continue to fly.

1.2.6 Y6 copter
It is a combination of coaxial and Y3 copters as there are
three arms with each arm having two rotors. Rotors on each
arm work in CW and CCW manner thus elimination the
servo motor needed by the Y3 copter for YAW.

1.2.7 Octocopter
It has eight arms at the same level with rotors configuration
of consecutive rotors in CW and CCW fashion thus resulting
in great uplift thrust and big size.

1.2.8 X8 copter
It is the drone layout with quadcopters and coaxial copters.
Four equally distant arms have two rotors each and the rotor
on one arm work in CW and CCW fashion. The resulting
drone is more stable, has greater uplift, fault tolerance in
motors and yet the size is lesser than the octocopter.

Although, there is no specific topology to be considered
as best but among the various layouts, quadcopters layout
finds their way into the most production drones for civilian
usage. This is because of the maneuverability and stable
flight dynamics in quadcoptors. However, the preference
may change as per requirements and application scenario.

1.3 Applications of Drones
Drones have been deployed in several applications as
shown in Fig. 2. Some of these application areas are dis-
cussed below [3].

1.3.1 Emergency Services and Disaster Recovery

Drones can be deployed in emergency services and disaster
recoveries and help to save human lives. For example,
drones can be used to deliver organs from remote locations
and help to save time, as after the death the organs must be
transplanted into the receiver body within a given time [4].
Likewise, for critical surgeries, drones can be used to deliver
blood and medicine to remote areas and disaster/accident
sites. Drones can play a vital role in critical disaster sit-
uations like avalanche rescue, and earth quack rescue. In
forest fire or nuclear radiation-like situations, a drone can
be used to assess the impact/scale of fire or radiation.
They can assist the rescue teams in terms of communication
capabilities for coordination and service relaying.

1.3.2 Security and Law Enforcement

Drones have huge potential for applications in the field of
security services and law enforcement, for instance, drones
can be used to investigate accidents. Similarly, drones can
assist in air traffic management by providing real-time
statistics and deter bird strikes on airplanes. Likewise for
law enforcement drones are used for patrolling borders
and detection of intruders, monitoring civil unrest, securing
events being organized in open spaces like stadiums, access
situation during terrorist attacks, and ensuring security and
tracking of stolen vehicles. Thinking further, drones can help
to get a clear picture of a crime scene, can be used to detect
criminals using face recognition, and tackle the manic of
human trafficking.

1.3.3 Agriculture, Aquaculture, Silviculture, and Viticulture

Drones can be effective in monitoring the crop against theft,
the monitoring & control of harvest, crop dusting, pesti-
cide spraying, and fertilizer management. In dairy farming,
drones can be used for herd inventory & tracking by giving
more accurate insights. Drone infrared (IR) sensors can be
used for IR-based hydrology analysis for the prediction of
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the water system model of an area. Similarly, the IR vision-
enabled drones can be employed to study plant communi-
ties for species composition and structure referred to as veg-
etation analysis. Further, irrigation monitoring using drones
can be vital in optimizing water usage. In aquaculture, a
drone can be effective in the detection of fishing schools and
monitor school activities. In silviculture, drones can be used
in controlled burning which is a mechanism that triggers the
germination of trees in forests along with soil revealing thus
escalating seedling and forest renewal. In viticulture, drones
are useful in monitoring the growth of grapes harvest in
vineyards along with winery management.

1.3.4 Urban Planning, Architecture & Engineering
The use of drones in the urban planning process and sub-
sequent monitoring for the plan execution through realistic
analytics of actual implementation can help to tackle future
problems of parking, road congestion, and waterlogging.
Similarly, in real estate development, key jobs like 3D imag-
ing of structures, management, and monitoring of construc-
tion, highway design & monitoring pavement assessment,
and site analysis can be benefited through drone deploy-
ment. Similarly, drones can be used in several inspection
domains like the site, traffic flow, transportation, etc.

1.3.5 Media and Communications
Aerial photography is being used beyond hobbies, news
reporting using drones, investigative journalism are very
popular areas as well. Apart from media, drones are being
used in the communications field as well, for on-demand
cellular networks for catering to dynamic demands, FM
repeaters, telecommunications, ultra-high-frequency radio,
and even WiFi LAN. Drones act as parcel copters thus
saving time and are more cost-effective.

1.3.6 Business and Commerce
Businesses industry is relying on drones to improve their
services and expand their functionality. In real estate, the use
of drones for videography and photography has triggered
marketing and sales by providing a clearer top view to the
buyers. Moreover, the sky scrappers and other buildings
require window washing and painting that is too risky and
also expensive, so drones can be used as an alternative. In
the commerce field, stock measurement and tracking is an
area is largely benefited from drones.

1.3.7 Recreation and Entertainment
Drones are used for recreational purposes like explorers use
drones for videography to explore what’s unseen on the
planet. Likewise, drone-based aerobatics and drone board-
ing are gaining popularity. Drones can be used as party
music equipment for surround effects in an open area or
they can be used for wildlife viewing. Virtual reality-based
drone flying is another trend for entertainment.

1.3.8 Transportation and Delivery
Drones act as small copters delivering parcels and many
companies are investing in drones that can be used to
deliver cargo across cities and even further. Parcel delivery
using drones has many successful implementations like
amazon prime air, flytrex, UPS flight forward, wingcopter,
zipline, and DHL parcelcopter.

1.3.9 Insurance
The insurance industry is using drones to very assess the
situation for claim settlement through better wider insights
of events like road accidents, airplane crash sites, and fire
damage assessment. thus, they can save money on false
claims or claims arising of intentional damage.

2 INTERNET OF DRONES

The multi-varied autonomous flight capabilities of drones
(as shown in Fig. 2) are expected to result in a substantial
number of drones flying around in different form factors
performing different jobs. The scalability and sustainabil-
ity of a gigantic count of drones require a well-defined
ecosystem for their coexistence with the ongoing airspace
for airplanes being controlled by organizations like FAA.
Thus, the Internet of Drones (IoD) emerged as a promising
domain.

2.1 Architecture
IoD has to deal with multifaceted problems like drone
routing, mutual coordination, diverse connectivity, environ-
mental factors, and security concerns at hand. As suggested
in [5] the architecture needs to be modular to be flexible and
scalable for which layered model is a suitable candidate.
Further, as the operation area for IoD is shared with existing
regulated airspace, the movement of drones requires to be
planned in different ways according to areas. As suggested,
the area that is common with civil aviation airspace needs to
be managed in a fixed flight route plan manner regarded as
airways. In the places where free flights can be planned,
the drones need to navigate on their own based on the
surroundings that are regarded as nodes. The operational
area is divided into zones and drones move among zones
through fixed points known as gateways with each zone
being administered by ground stations as shown in Fig. 3.

Fig. 3: Internet of Drones

2.2 Applications
Due to scalability and autonomy, IoD is popular in applica-
tions discussed below:

• Drone Swarms include several drones flying to-
gether to achieve a common goal like surveying.
When a large number of drones fly together, manual
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control of flight is not feasible, hence autonomous
operations is a viable option.

• Logistics is the field where drones are seen as a
game-changer because of their reach, low operational
cost, and faster delivery. Companies like Amazon,
UPS are keen on drone-based delivery, which needs a
completely autonomous system to perform the jobs.

• Service Relaying through drones is another area
where massive investments are being made. Face-
book’s ambitious project to use a solar-powered
drone to provide Internet services to remote locations
is a step in this direction. If the model has to progress,
it has to evolve into IoD for sustainability.

2.3 Industrial Perspective
Industry 4.0 makes the machines smart and enables syn-
chronization of processes to the maximum which has a very
basic requirement, data gathering, processing, and real-time
tracking. IoD can be an enabler for this in areas where fixed
infrastructure is not available for data collection and relay-
ing, hence drones can act as service enablers. So to enable
the use of drones they need to be monitored and managed,
which is done through the IoD framework. In industries
like building construction, the drones are used for thermal
imaging and point-of-view surveys from different aspects
that are hard to monitor [6]. Oil and gas industry is another
field where drones are being used to help the inspection
and maintenance operations which otherwise requires to
halt operations and then humans visit the critical areas so
that problems can be detected early and catastrophes can
be avoided. Further, mining industry is taking benefits from
drones for ensuring the stocks pile volume calculations thus
efficient channelization of resources. Similarly, sea port and
shipping industry is also utilizing drones for efficient opera-
tions by performing operation oversight, aerial situational,
and traffic monitoring [7]. With IoD, the industrial processes
can be automated and the continuously gathered data can
help avoid mistakes that are overly expensive to rectify later.

2.4 Security Challenges
IoD is a broad field with a huge surface area, credited
to the usage of heterogeneous underlying technologies for
communications, computations, and data processing. The
wide attack surface of IoD makes it prone to security and
privacy challenges. Some of the key security challenges for
IoD are discussed below:

Privacy: Drone carry sensitive information relating to
the people involved, like in case of delivery, the drones
have information of the customer (like name, contact details,
payment details) which need to be safeguarded if a drone
is compromised by an attacker to access to the information
which otherwise is deemed to be kept private.

Data Integrity: Drones collect and store data onboard,
which is exchanged with fixed infrastructure units (like
ground stations) from time to time. If drones a compro-
mised, it can lead to altering and manipulation of original
data, which ideally is countered using cryptographic mech-
anisms that are usually too heavy for drones to handle.
Hence, in the absence of suitable data integrity check the
environment is susceptible to data manipulation.

Access Control: Some applications of drones require
drones to mutually collaborate to gather information, e.g.,
geographical detailed mapping, this information can be
dangerous if somewhere gets hands onto it for negative
reasons. Hence, only verified authorized access controlling
must be designed for the IoD.

Data Confidentiality: Drones in some applications like
surveillance carry sensitive data like videos which it needs
to transmit to other entities like ground stations and cloud.
During transmission of data, it must be understandable
to only the concerned entities, not to others listening to
the medium, else confidentiality will be lost. Hence, mech-
anisms like encryption are required, but encryption has
its limitation of exhausting the resources of both sender
and receiver and especially when the data to encrypt and
decrypt is large in volumes.

Control Site manipulation and single point of failure: In the
traditional central architecture a central controller performs
the responsibilities of various drones activities like regis-
tration, planning flights, routing, etc. At any moment if
the central entity goes down due to either genuine reasons
(like hardware faults) or intentional purposes (like security
attacks), IoD will suffer from this thus creating the single
point of failure which is not advised to deploy big systems.

3 BLOCKCHAIN FOR INTERNET OF DRONES

The cryptographic methods can be used to secure the D2X
communication in the IoD environment, but as the drones
are equipped with limited resources, heavy cryptographic
solutions are not appropriate. However, the principle of the
blockchain could help to design a suitable security mecha-
nism for IoD. Blockchain is decentralized in nature, data
once recorded into a block is immutable and the indepen-
dence from third-party dependency is the very big advan-
tages of blockchain. It can be favorable to IoD by ensuring
the decentralization of the ecosystem and yet ensuring the
security of involved entities.

The concept of blockchain is just like a linked list that is
secured through the linking nodes using the cryptographic
hash functions. The fundamental element of the blockchain
is the block which has two segments, header, and data. The
various elements of block header and data part as defined
by the IEEE standard for data format for blockchain systems
[8] are discussed as below:

• Block height is the location of a block in the
blockchain concerning the beginning. Hence, it gives
the length of the blockchain up to the current block.

• Block ID is the unique identifier used to identify
each block in the blockchain.

• Block version denotes the protocol versioning in-
formation in the blockchain that was used while
generating a specific block.

• Previous block hash is the cryptographic hash link
to the previous block. While a new block is generated
the hash of its predecessor block is embedded into it
which ensures the immutability of the blockchain.

• Merkle tree root is used to ensure the integrity of
data by computing hashes of individual transactions
and then stacking the hashes together to generate a



IEEE INTERNET OF THINGS MAGAZINE, VOL. XX, NO. Y, JULY 2021 6

Fig. 4: Blockchain for Internet of Drones

final hash which is a superset hash of all transaction’s
hashes in the block.

• Block timestamp ensures the chronology of block
generation. The moment a block is generated the
timestamp indicator of the time instance.

• Block nonce is a pseudo-random number used to
compute the target hash as per the set difficulty in
the proof of work algorithm.

• Difficulty means the number of leading zero bits that
must be zero in the target hash value as part of the
proof of work algorithm.

• Transaction list include transactions recorded in
a particular header. The size of the transaction is
variable and blocks can have a different number of
transactions. They make up the data of the header.

The data is added to the blockchain after validation of
the transaction using a consensus mechanism that keeps
the blockchain network consistent. Several mechanisms for
consensus include proof of work, proof of stake, proof of
space, and voting-based consensus. The architecture for
blockchain-drone coalesce is shown in Fig. 4.

3.1 Key Challenges for Drone-Blockchain Coalesce

The blockchain ensures the data immutability by including
the hash of the very predecessor into a successor thus build-
ing an almost perfect distributed system for transaction
processing and management. But to ensure scalability, some
challenges those needs to be addressed [14] are as follows:

3.1.1 Rapidly expanding storage requirement
The blockchain architecture requires all the blocks from the
beginning for tracking a transaction. The increasing number
of transactions on the blockchain is making it bigger in size
[15]. The current growth rate of the bitcoin blockchain is 1
MB per hour, and if the blockchain scales up to the rate of
transaction processing performed by companies like visa,
the rate of size increment is expected to go up to giga-
bytes which is a challenge for resource-constrained systems.
Further, the transfer of this big amount of data across the
network is another challenge.

3.1.2 Power consumption
Like the most popular blockchain cryptocurrency bitcoin,
some very complex algorithm runs at the core of the
blockchain, like proof of work consensus algorithm. The
cumulative power consumption of alone bitcoin network is
gigantic. This elevated power demand is contributing to an
increased carbon footprint.

3.1.3 Constrained throughput
Blockchain uses cryptographic functions to ensure the in-
tegrity of data along with consensus mechanisms requiring
participation from multiple entities which limits the trans-
action processing rate of the blockchain.

3.1.4 Trade off between transparency and privacy
Although blockchain preserves the privacy of users through
the usage of pseudo-random identities, still the transaction’s
data is visible to all participants. The traditional encryption
methods on transactions are non-viable as other nodes can’t
understand the previous transactions and hence mining
can’t work. This brings a challenge to balance between
transparency and privacy as per the application need.

3.1.5 Unfair Mining
Mining is the foundation of blockchain and if the miners
aren’t fair, it can lead to multiple conflicts, for instance,
the miner does not publish the mined blocks and keeps on
adding the blocks so that the chain with the miner grows
larger than the other chains, in that case, the miner’s chain
is going to be considered valid and other legitimate blocks
might get invalidated.

3.1.6 Governance challenges
Blockchain is decentralized, immutable, anonymous, and
supported with automation through smart contracts, which
is good from the security perspective. But, in the absence of
proper regulations, regulating bodies, and planned access
control, it becomes a choice for unfair activities and, poses a
huge challenge for the adaptation of blockchain.

3.2 Unconventional Blockchain Architecture
Influenced from the challenges in conventional blockchain
researchers have proposed different derivatives for
blockchain. Just like the field of IoD, the application of
conventional blockchain introduces a big problem as some
of the nodes are drones that are already restricted in terms
of resources, further the communication among drones and
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TABLE 1: Comparison of unconventional blockchain architectures

Proposal Architecture Application Contributions
Malik et al. [9] Side chain Food supply chain Regulations, transaction throughput
Michelin et al. [10] Decoupled blockchain Smart vehicles Data storage, transaction throughput, privacy
Lunardi et al. [11] Appendable-block

blockchain
Internet of things Data storage, suitable consensus, transaction

throughput
Aujla et al. [12] Decoupled blockchain Edge-envisioned IoT-based

healthcare
Data storage, data compression, privacy

Singh et al. [13] One drone one block Internet of drones Data storage, data compression, privacy, trans-
action throughput

Fig. 5: Case Study for Community Delivery in Pandemic-like Situations

from drone to infrastructure happens through the wireless
channels those have lesser throughput that wired networks.
Authors in [9] have presented a blockchain architecture for
food supply management in which a sharded has been pro-
posed which works in a three-tier architecture. The authors
have ensured the data is available to consumers yet main-
taining confidentiality from competitors and transaction
vocabulary along with transaction rights management has
been illustrated in the model. In another work in [10], au-
thors presented a decoupled data blockchain for the intelli-
gent transportation systems arguing the need of decoupling
the data to enable a faster and lighter blockchain mechanism
for resource-constrained ecosystems. The decoupled data
blockchain is an approach where the data is not stored on
the chain and only the metadata is stored on the chain.
The researchers have presented the idea of expiring keys to
ensure the identity of the parties is kept intact. Further work
was done in a similar direction in [11] where researchers
analyzed the requirement suitable consensus mechanism for
the decoupled and append-able block-based blockchain so-
lutions. Researchers proposed a modular blockchain design
for improved performance of the various consensus mecha-
nisms and further evaluations indicated that the approach is
effective as the new transaction addition time is around 7ms.
The concept has been adapted for the IoD environment in
[13] where the authors recommended using decoupled data
blockchain for IoD along with a miner selection algorithm
for performing voting-based consensus.

For the IoD ecosystem (derived from the drone-
blockchain challenges), an alternative blockchain architec-
ture can be more effective because of its lightweight nature,
facilitating faster transactions and demanding lower energy
for consensus protocols. Motivate from these facts, the pro-
posed model is customized to cater to the special needs of

the challenging and resource-constrained IoD environment.

4 CASE STUDY: COMMUNITY DELIVERY IN
PANDEMIC-LIKE SITUATIONS

During COVID-19 pandemic lockdown, the physical de-
livery of goods via human involvement became tough,
and hence the possibility of using drones to pick material
from donors and deliver it to the consumer is considered
in this work. Further, the use of derived blockchain is
recommended to keep the system workable on lightweight
machines based on [12] and [13].

4.1 Architecture
The proposed architecture as shown in Fig. 5 is segregated
into three planes discussed as follows:

4.1.1 Donor Plane
The donor plane comprises of potential donors (D) that
register via a registration process (Dreg) to get an unique
identity (Di). After registration, Di get notifications of
consumer requirements (Ritm

n ) in different item categories
(itm). If Di wants to donate, a flag (F (Ritm

n )) is raised for
donation of itm, along with quantity (Rn) , for which a
token (TDi

Rn
(itm)) is generated called donation transaction

token and is inserted into the blockchain transaction list
(Bd

C ). Further, drone (Dri) is scheduled to pick the itm from
the Di and brings into warehouse (Wh).

4.1.2 Service provider plane
This plane has the service provider interface (Sint

p ) and
management functionality along with operational unit of
Wh. The itm picked from D are placed in Wh and the
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stock (Sitm) is updated via BC transaction which include
TDi

Rn
(itm) for a specific itm, this enables the transparent

donation and stock management process. If a request is
received C , the Sitm platform checks the availability in Sitm.
If the current Sitm satisfies the requirement, it is delivered
to the i C’s location (Cloc

i ) via Dr. In case of unavailability, a
Ritm

n is sent to the group of D. The BC is specially adapted
as a unique block (bCi

) is assigned for each itm, and the
same bCi

is amended over the time with newer updates.

4.1.3 Consumer plane
represents the needy who seek the goods provided by the
donors. To get goods a consumer (C) is registers on a BC

and is assigned an unique identity Ci. Simultaneously in the
derived BC an block for that consumer (bCi

). When needed
the Ci submit a request Ri for items (itm) on the Sint

p plat-
form. Each consumer is assigned a unique id (Ci) through
BC and a bCi

is created for them. To preserve the privacy
of Ci, pseudo random identities (r(Ci)) are allocated. After
the delivery of itm to Ci via Dr, the corresponding bCi

is updated. This ensures a fair and balanced distribution
process.

4.2 Validation
The proposed case study has been evaluated through a
Gazebo simulator along with an ardupilot and robotic op-
erating system to simulate a drone swarm in a city scenario
to mimic drone delivery. The parameter passing and data
fetching have been routed through blockchain. The architec-
ture was validated for the block generation time concerning
the number of drones. The time depicted a linear growth
with an increase in the number of drones. This suggests that
the derived blockchain mechanism is suitable to the IoD
ecosystem due to its throughput and less load.

5 FUTURE CHALLENGES AND DIRECTIONS

Based on the previous discussions, certain key areas that
need attention in future research are discussed below.

• Air space coordination: Drones use the air space that
is already used by airplanes/helicopters. So, there
must be strict coordination regulations to ensure safe
operations. Moreover, no drone should be allowed to
enter the air space without verification.

• Efficient scheduling: IoD requires drones to fly in a
synchronized manner to avoid any conflicts among
drones or other entities Thus, efficient drone schedul-
ing becomes a key challenge.

• Location tracking: The primary way to find the exact
location of drones is GPS signals. But the accuracy of
GPS is not precise according to the IoD needs. To
tackle this, onboard computer vision-based decision
making is another possibility but this can lead to ad-
ditional computational load. Hence, a cost-effective
method to track the drone movement with greater
accuracy and less error is a future challenge.

• Optimal resource allocation: Drones are equipped
with limited resources (like compute and battery).
So, optimal resource management is always an open
issue in IoD.

• Appropriate QoS: IoD works over the wireless net-
works that own inherited limitations and reliability
issues. So, meeting the QoS requirements of delay-
sensitive applications is another challenge for the
future.

• Big Data: Drones are deployed for surveillance and
tend to generate a huge amount of data. The trans-
mission, storage, and processing of this big data in
real-time is a key question.

• Privacy Invasion: Drones can be used for spying
which is a big threat to privacy, and thus creating
an anti-drone ideology. Thus, it is essential to design
credible and trustworthy frameworks for IoD to gain
people’s confidence.
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