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A Blockchain-based Authentication Scheme and
Secure Architecture for IoT-enabled Maritime

Transportation Systems
Peiying Zhang, Yaqi Wang, Gagangeet Singh Aujla, Anish Jindal, Yasser D. Al-Otaibi

Abstract—Although modern Maritime Transportation Systems
(MTS) have been extensively benefited from Internet of Things
(IoT) technology, but still the risks and challenges in safety
and reliability have increased substantially. The involvement of
different maritime parties in the marine transportation flow
scheduling and management further escalates these challenges.
Thus, we need an IoT-based collaborative processing system that
unifies the modular structure and integrates multiple modules
involved in MTS. Moreover, the need for a shared and controlled
access mechanism that cannot be manipulated or tampered
by unauthorized parties is also essential requirement in MTS.
Blockchain, as an emerging technology, has become a key tool in
data security protection because of its non-tampering and non-
forgery characteristics. Keeping in view of this aspect, in this
paper, an IoT-based collaborative processing system based on
blockchain is proposed for marine transportation flow scheduling
and management. In addition, we propose a novel consensus
mechanism based on Verifiable Random Function (VRF) and
reputation voting to reduce the communication cost in blockchain
consensus communication process. The proposed scheme has been
validated in a simulated environment and the results illustrate
that the scheme has obvious effect in resisting replay attack
and camouflage attack. Furthermore, the optimized consensus
mechanism improves the security by 8% and the transaction
processing speed by 6% on the premise that the communication
cost is basically unchanged.

Index Terms—Maritime Transportation Systems, Internet of
Things, Blockchain, Authentication Mechanism.

I. INTRODUCTION

Intelligent Transportation Systems (ITS) have undergone
a tremendous makeshift in their applications uncovering the
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areas that were not previously explored for general purpose
such as space and underwater applications. This has been made
possible with the recent advances in the communication and
computation technologies where the data can be processed and
transferred within the application-oriented quality of service
demand requirements [1]. One of its impact is that it has led
to the transformation in maritime systems in transportation
making them more accessible and communicable. Then in
turn, MTS are of vital significance for today’s global business
[2], [3]. The transportation of goods in large scale is being
carried out by oil tankers, bulk carriers and container ships [4],
[5]. Billions of tons of goods are transported on several major
trade routes every year. With the increasing globalization of
the market, world trade has increased more than three times
since the last century [6]. As a result of this growth, ports
and maritime traffic routes (known as regular itineraries) have
become more crowded all over the world. Like most of the
land /air transportation, the scope of maritime transporta-
tion is accredited through geographical (through its physical
characteristics), commercial (by operation), and strategic (by
command and control) dimensions spread over its own space.
The geographical dimension is varied with respect to weather
patterns but limited over the time as compared to strategic
as well as commercial dimensions, i.e., much more dynamic
considerations.

The popularity and deployment of 5G technology, has
brought higher network communication efficiency. It has also
promoted the rapid growth of the IoT in MTS [7], [8]. IoT
provides various benefits to the transportation industry ranging
from real-time tracking to remote management [9]. It is being
used extensively in various application scenarios related to ITS
[10], [11], which has attracted the attention of the marine
transportation industry as well. This can be attributed to
different possible autonomous technologies (such as computer-
assisted navigation, global positioning systems, telematics,
cargo racking, safety, etc) in MTS. With the development
and growth of the maritime transportation industry, the marine
traffic problem is becoming serious. Compared with the ter-
restrial communication system, the corresponding equipment
of the ocean has lagged for decades. The development of
IoT technology gives the marine transportation management
system a new force [12]. More specifically, IoT equipment
integrates the natural environment and the current situation of
maritime transportation to provide more comprehensive and
scientific decision-making for marine transportation schedul-
ing and management [13], [14]. Moreover, IoT steadily drives
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the maritime industry through digitization for better efficiency
and greater transparency (just like it does in case of smart
cities). It also supports satellite-inherent functionality that
extends the current capability of MTS to remote areas by
expanding its scale and extending its coverage. This transforms
the traditional MTS into interoperable IoT-MTS ecosystems.

A. Motivation

Maritime technology is booming; however the maritime
information security has lagged behind as compared with the
land network security for decades. Therefore, many enterprises
and experts all over the world began to pay attention to the
network and information security of MTS including ships and
ports. There is no doubt that the participation of IoT technolo-
gy will greatly improve the speed and efficiency of information
transmission [15], [16]. However, several information security
issues are required to be tackled in order to realize the full
potential of maritime industry. Some of these are highlighted
below.
• The marine shipping industry is increasingly dependent

on digital equipment and software. Many connected e-
quipments can directly access sensitive information (like
maritime route, safety plans), which increases the risk of
information disclosure.

• At present, many safety standards and procedures fol-
lowed in the shipping industry are out of date based on
the old standards created in the past industrial era, which
urgently needs to be upgraded and updated.

• The shipping industry supply chain is very long and
involves many fields and participating entities. The infor-
mation of all parties involved, including shipping agents,
freight forwarders, shipping companies, ports, and other
companies, is not well synchronized, which will bring
opportunities for criminals to attack the systems.

• The integration of satellite services for monitoring pur-
poses (like vessel monitoring), a huge amount of data
(related to speed, position, etc.) is collected by different
agencies (like fisheries) on a regular basis. But, the data
is often utilized by other parties for effective decision
making and processing and often moves through nonau-
thorized bodies. Thus, compliance of monitoring system
regulations is also essential.

• The modern data MTS replace the conventional paper-
based log books and adopt modern electronic ledgers that
record the different operational and commercial activities.
Even the monitoring data is logged for future use in case
of any anomalies or misinterpretations. However, a shared
and controlled log book that can be securely accessed by
different MTS parties without being able to manipulate
the records is very essential concern.

1) Research Questions: Summarizing all the above major
concerns, there are many key research questions that must
be resolved through adequate solutions. Some of these key
Research Questions (RQ) are discussed below.
• RQ1: How to develop an IoT-based collaborative pro-

cessing system that unifies the modular structure and

integrates multiple modules (such as identity authentica-
tion, user management, information recording) for marine
transportation flow scheduling and management.

• RQ2: How can we design and develop a shared and con-
trolled ledger that cannot be manipulated or tampered by
unauthorized parties and can be traceable and auditable
if fabricated by any legitimate entity.

• RQ3: How to develop a mechanism that can secure the
communications (including the personnel crew commu-
nications) to identify legitimate participants.

B. Research Approach and Contributions

In order to tackle these challenges and provide a controlled
and shared access to the different involved parties in MTS,
blockchain technique can be leveraged along with the use of
IoT and advanced communication technologies. Undeniably,
blockchain has been widely used in academia and industries
because of its potential for distributed system management
[17], [18]. The significant advantage of blockchain technology
is that it maintains a distributed, authenticated, and synchro-
nized transaction ledger without centralized management. Due
to its advantages, it has been widely used in various sectors
including healthcare, smart cities, financial, and transportation,
for securing the underlying sector [19], [20]. Therefore, be-
cause of its main characteristics of decentralization, trust, and
data encryption, blockchain makes it possible for the MTS to
access massive terminals for identity authentication and solve
the problem of information protection.

Based on the above discussion, the main contributions and
ideas of this paper are as follows:
• An IoT-based collaborative processing system is pre-

sented for marine transportation flow scheduling and
management. The system adopts a modular structure and
integrates multiple modules such as identity authentica-
tion, user management, information recording, and so on.

• This paper analyzes the security problems and related
research of marine equipment access and puts forward a
new authentication mechanism. The authentication mech-
anism relies on blockchain technology and ensures data
confidentiality and integrity in device access and infor-
mation communication.

• Considering the characteristics of low bandwidth and
high delay in marine system communication, we propose
a blockchain consensus mechanism based on VRF al-
gorithm and credibility voting mechanism to reduce the
overall communication cost.

C. Organization of the Article

The rest of the paper is organized as follows. Section
II discusses the existing literature on information security
mechanisms and blockchain-based identity authentication for
ITS. Section III presents the system model. In Section IV the
proposed scheme for access authentication and collaborative
processing system for MTS is presented. Section V highlights
the simulation results and analysis and the paper is concluded
in Section VI.
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Fig. 1: Application scenario of access authentication in IoT-enabled MTS system.

II. RELATED WORKS

Various existing proposals have suggested solutions to the
key research questions in ITS and related fields, although
not specific to MTS. Some of these existing proposals are
discussed below.

A. Information security mechanisms for ITS
For the information security of ITS, the authentication

protocol based on privacy protection policy is the main method
to ensure the integrity and reliability of message transmission
and identity privacy security [21]. At present, the mainstream
identity authentication mechanisms in the ITS are realized by
using public key encryption technology based on a trusted
third party, such as Public Key Infrastructure (PKI). For in-
stance, in literature [22], on the basis of cryptography, location
verification technology is used to reduce false attacks. The
influence of forged location information is preliminarily ana-
lyzed. Thus, a more reliable train group network authentication
scheme is adopted. The authors of literature [23] propose a
privacy protection authentication scheme for vehicle network.
The scheme combines Elliptic curve public key encryption
and Software Defined Network (SDN). In literature [24], a
privacy protected certificateless aggregate signature scheme
is proposed to eliminate the complex certificate maintenance
overhead. This scheme is suitable for lightweight vehicle
networking.

However, with the increase of data volume and user demand
in intelligent systems, there is an urgent need for a new
mechanism that can not only meet the expanding demand of
data volume and user demand, but also ensure the security
of data and user privacy. Literature [25] introduces a real-
time vehicle monitoring scheme based on blockchain. Among
them, secure authentication is provided with the assistance of
blockchain technology. The blockchain network architecture
can promise that each node replicates and stores a database
copy. Then if a node fails, the whole data will not be affected
[26]. This characteristic sorts the thorny problems out in the
current information security field, such as identity theft, data
tampering and Distributed Denial of Service (DDoS). There-
fore, the future development and application of blockchain

technology can improve the network security index of the
shipping industry.

B. Blockchain-based Identity Authentication in ITS

In essence, blockchain is a shared database wherein, the
over-centralized IoT architecture makes the central server
overloaded. This drawback not only causes system crash, but
also leads to serious security risks. It is interesting to note that
the decentralized feature of blockchain can reduce the pressure
on the central server, prevent information from being tam-
pered with and improve system security. Fig. 1 describes the
application scenario of access authentication in IoT-enabled
MTS system. The red dashed arrows represent the data flows
and its direction, while the solid black arrows describe the
interaction behaviors between the whole system. To some
extent, the possibility of being attacked by hackers is directly
proportional to the value of the target, so the shipping page
should pay more attention to information security [27], [28].
Blockchain technology may bring new solutions to the network
security of the shipping industry [29]. For instance, the authors
of [30] group the nodes and then authorizes the blockchain.
The aggregated authentication results were then uploaded
to the central server to realize decentralized authentication.
The mechanism proposed in [31] allows one node to apply
different certificates. Then the blockchain network complete
the encryption and information preservation of nodes. In [32],
the authors use Elliptic Curve Cryptography (ECC) to realize
the anonymous communication of vehicles. As a result, better
performance and lower communication computing costs were
obtained. The authors of literature [33] propose a decentralized
data management system for intelligent and secure transporta-
tion. They apply blockchain and IoT in a sustainable intelligent
urban environment to solve the problem of data vulnerability.

All these studies point to the applicability of blockchain in
maritime industry to solve the issues related to authentication,
data integrity and security. Based on the former researches,
we hold the view that blockchain can provide decentralized
security and privacy, providing a solution to the data secu-
rity problems caused by over-reliance of systems on central
servers.
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C. Researches on blockchain consensus mechanism

A good consensus mechanism ought to ensure that the latest
block is accurately added to a unique backbone, that nodes
store the same block information, and that they can even
resist malicious attacks. In the field of distributed systems,
the consensus algorithm proposed by researchers is divided
into two parts according to whether it supports Byzantine
fault tolerance. One of the most important advantage of
the Practical Byzantine Fault Tolerance (PBFT) consensus
algorithm [34] is that it solves the low efficiency drawback of
the original Byzantine fault-tolerant algorithm. Consequently,
the complexity of the algorithm decreases from exponential
level to polynomial level. The authors of [35] proposes to
improve the Byzantine consensus mechanism with the help
of credit authorization. The reputation value is added to the
node attribute, so that the node with good reputation has
a greater chance to obtain the block right. This idea not
only retains the advantages of the original PBFT, but also
reduces the probability of abnormal nodes participating. It
also provides a new idea for us to solve the participation
of unreliable nodes in the Internet of vehicles. In literature
[36], the authors propose a multi-layer consensus mechanism
based on PBFT to realize the application of PBFT mechanism
in large-scale systems. The nodes are grouped hierarchically,
so as to narrow the range of communication nodes. The
mechanism has proved that the poor node problem scalability
is solved by grouping mechanism. Hence, the improvement of
PBFT consensus algorithm in the previous researches give us
new inspiration in solving application problem of large-scale
networks. Moreover, they make it possible for the consensus
algorithm to be applied in practical scenarios.

III. SYSTERM MODEL FOR IOT-BASED COLLABORATIVE
PROCESSING IN MARITIME TRANSPORTATION

In this section, we propose the architectural system model
for access authentication and collaborative processing system
for IoT-MTS ecosystem. Also, it is an IoT collaborative
processing system for marine transportation flow scheduling
and management. As illustrated in Fig. 2, the system adopts
modular structure and integrates multiple modules. On the
whole, the system is divided into three layers: the maritime
IoT layer, the virtual node layer and the blockchain layer. The
functionality these layers is discussed below.

Maritime IoT layer: This layer consists of several marine
physical equipment, including sensor subsystem and IoT sub-
system. The sensor subsystem is mainly deployed on the ship
and in the channel. It is used to identify and collect the real-
time information of the current ship, including the name, posi-
tion, heading, speed, tonnage, etc. At the same time, combined
with some environmental monitoring sensors, such as ocean
current sensors and wind speed sensors, and integrating the
natural environment and the current situation of shipping, it
provides more comprehensive and scientific decision-making
for marine transportation scheduling and management. In addi-
tion, the IoT subsystem connects each subsystem to the unified
IoT through standardized protocols, so as to complete data
transmission and collection. The control subsystem mainly

maintains various sensors in the marine transportation IoT
data processing system, simultaneous interpreting the current
state of the sensor, unifying different sensor subsystems and
accessing the interface of the IoT devices. The transmission
layer mainly completes the data transmission and sends the
data to the data collection equipment and shore based control
center according to the transmission protocol specified by the
control layer.

Fig. 2: The architecture of the collaborative processing system.

Virtual node layer: In this layer, the marine physical equip-
ment is mapped as virtual nodes. The virtual nodes are divided
into different virtual type according to the trust behavior
authentication mechanism we proposed. The whole transporta-
tion network is abstracted as a virtual network composed of
several nodes. Each node carries its important data, including
identification, physical identification, authentication key or
password.

Blockchain layer: Blockchain is connected by multiple
blocks in the form of chain, and the later block will store
the header hash value of the previous block. The essence
of a block is the log data recorded in a consensus process,
which represents the consensus result of the current round
of consensus transactions. The consistent result is stored in
Merkle tree and encrypted by hash algorithm. Then the hash
value of the block is obtained by encrypted hash. Each block
has the hash of the previous block, which helps the blockchain
to achieve the invariance of its content. If the hacker tries to
change the contents of the previous block, its original hash
value will become invalid. Due to domino effect, hash values
in subsequent blocks are also invalid.

In each layer of the architecture, several modules are includ-
ed to cooperate to complete the information transmission and
node authentication. In the maritime IoT layer, the intelligent
terminal sensors collect data from the node itself and the
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environment. The data is then sent to the security module
in the second layer. Additionally, the security module senses
the security of data and terminal operating environment, and
finally submits the processing results to the communication
module. The node authentication protocol, key information
and security context will be delivered to the security module.
Then the trust behavior authentication module comprehen-
sively evaluates the service-oriented behavior trust value of
the vehicle node according to its own attributes, perception
information, interaction information and context environment
provided by the vessel node. Finally, the third layer blockchain
network receives node information and trust value to complete
classification and security authentication.

IV. THE PROPOSED SCHEME

In this section, we present the proposed scheme that in-
tends to address the research problem and questions raised
concerning the IoT-MTS collaborative system. The different
methods involved in the proposed scheme are discussed in the
subsequent sections.

A. Behavior trust evaluation authentication method

The trust evaluation model proposed in this paper is mea-
sured by the role and behavior of nodes. The construction
of traditional trust concept takes the legitimacy verification
results of entity identity and access attributes by certification
authority as a reference. However, the ship nodes involved
in maritime transportation need frequent message communi-
cation, and its reliability is uncertain. The behavior centered
trust relationship should reflect the credibility of the data itself,
which needs to be rebuilt frequently due to the continuous
changes of the network and perceived environment. There-
fore, this method is more suitable for marine scenes with
frequent changes in environment. Ω = {α1, α2, α3, ..., αn} is
defined as the standard event library, which records maritime
transportation information such as ”traffic congestion”. The
ship information set is Ψ = {γ1, γ2, γ3, ..., γn}, and the
node type set is V = {v1, v2, v3, ..., vn}. Moreover, s(vi)
represents the matching degree between the information and
the standard events in the information base. We classify ships
into six classes based on different categories and behaviors of
maritime transportation business. They are assigned different
levels of trust ρ ∈ [0, 1]. We are based on the assumption that
vehicles with fixed business or official certification have a low
probability of error. Table 1 shows one of our classification
simulation schemes. In practical application, the management
department can classify and assign values according to the
actual situation of ships and current sea areas. Based on
the different roles of nodes and individual behaviors in the
MTS, we use the node type ρ ∈ [0, 1], the reliability of
information f and the safety state of nodes λ ∈ [0, 1] as the
reliability calculation index. Based on the above definition,
when the vehicle node vi sends event information eji . The
event corresponds to event aj in the standard information base.
The calculation formula of information reliability is as follows:

T (eji ) = F (f(αi, λj), s(vi), ρ)→ [0, 1], (1)

TABLE I: Mapping relationship between equipment type and
information credibility.

Grade Equipment type Credibility range Quantitative value
Q1 System server (0.8, 1] ρ=1
Q2 Traffic control vessel (0.6, 0.8] ρ=0.8
Q3 Public transport (0.4, 0.6] ρ=0.6
Q4 Repair vessel (0.2, 0.4] ρ=0.4
Q5 Private vessel (0, 0.2] ρ=0.2
Q6 Faulty vessel (0, 0.1] ρ=0.1

where T (eji ) represents the confidence level. As for the trust
degree of nodes, we consider the long term trust value of the
platform and the short term trust vector calculated from the
historical interaction behavior between nodes. The short term
trust of nodes depends on the interaction behavior between
nodes. Once there is interaction behavior between nodes, there
will be short term trust between nodes. The short term trust
vector STij is obtained by the system checking the cumulative
trust value fi of nodes in this period.

STij =

{
1 ,

∏m
i=1 fi 6= 0

0 , fi = 0 .
(2)

The long term trust vector LTij is derived from the vessel
history interaction behavior, and the time attenuation factor
γn−k is used in its calculation. This is based on the assumption
that the earlier the interaction between nodes, the smaller the
trust contribution between nodes.

LTij =

n∑
k=1

STik × γn−k, (3)

where vj is the interactive target node. Finally, the compre-
hensive score of the node is weighted by the short term trust
value STij and the long term trust value LTij .

CTn
ij = ηSTij + (1− η)LTij , (4)

where, η is determined according to the node role, and its
range is between 0 and 1.

The feedback trust degree TF is calculated according to the
node topology connection of the shipping network. Suppose
that node p is connected to several nodes on the topology.
Then nodes set {k1, k2, k3, ..., kt} are the feedback nodes of p.
The calculation of feedback trust is based on the assumption
that the more nodes interact, the higher the feedback trust.
Check the number of interactions between node p and each
feedback node and calculate the weighting factor according to
the following formula.

TF (ki) =

{
1 , times = 0∏m

i=1 CTmn , times > 0,
(5)

where, times represents the number of interactions between
nodes. Additionally, CTmn is the comprehensive score weight-
ed by the short term and long term trust value. The compre-
hensive trust degree is calculated according to the following
formula, which needs to combine short term trust value, long
term trust value and feedback trust value.

T (ij) = αCTn
ij + (1− α)TF (ki). (6)
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B. Authentication mechanism of blockchain network

Before nodes join the blockchain network, identity authen-
tication is an essential link. Elliptic Curve Digital Signature
Algorithm (ECDSA) is a Digital Signature(DS) algorithm
based on ECC. This algorithm has the characteristics of fast
speed, high intensity and short signature, which is suitable
for MTS with high real-time requirement. Algorithm 1 de-
scribes the signature process in detail, where dA represents
the private key and z is the positive integer intercepted by
the hash. After receiving the message m and signature value

Algorithm 1 ECDSA signature process.

Input: Elliptic curve Ep(a, b), base point G and random
integer k.

Output: Signature value < r, s >.
1: Calculate public key P ;
2: P ← k ∗G;
3: Generates a random integer r (r < n) and another k;
4: if r == 0 then
5: Return to the Step 1;
6: else
7: s← k−1z + rdA mod n;
8: if s == 0 then
9: Choose another k and return to the Step 3;

10: end if
11: end if
12: return < r, s >

< r, s >, the receiver performs the following operations to
verify the signature. ECDSA works on the hash of encrypted
information, not the information itself. The choice of hash
function is determined by the user. Obviously, in order to
ensure security, password level secure hash function is still
required.

As for the verification process, we first need to obtain the
public key HA and the intercepted hash value z. Then calculate
P according to the following formula, where u1 and u2 are
the two intermediate variables involved in the calculation.

u1 = s−1z mod n, (7)

u2 = s−1r mod n, (8)

P = u1G+ u2HA. (9)

Finally, verify whether the following equation is true, that is,
whether the signature is valid.

r = xP mod n. (10)

Compared with other digital signature algorithms, its security
performance is higher under the same key length. In addition,
due to the small amount of computing and low storage space
requirements, it is very suitable for mobile Internet.

C. Consensus verification algorithm based on VRF algorithm
and credibility

In view of the limitation of network traffic, we propose an
improved VRF consensus scheme based on credit voting. The

VRF scheme cannot effectively deal with the false evaluation
and collusion behavior of malicious nodes. And credibility of
the voting process can reduce abnormal behavior node credit
score, keeps it from being added to the consensus. In this way,
interference with the normal consensus process is avoided. The
improvement of this consensus algorithm is based on PBFT
consensus algorithm.
G, V and F are three polynomial time algorithms included

in VRF algorithm. G is a key generation algorithm, which can
generate public key PK and private key SK. The input of F
algorithm includes random value α and private key SK. And
its output is the final random selection result β = F1(SK,α)
and the proof of the result Proof = F2(SK,α). The function
of V is to verify that β is based on the correct output under
α. The input of V algorithm includes random value α, public
key PK and Proof . Then it will output the judgment of
whether the result is correct or not. In the proposed scheme,
the VRF algorithm uses RSA digital signature algorithm and
hash function to ensure the verifiability and uniqueness of
the algorithm. The specific flow of algorithm is shown in
Algorithm 2.

Algorithm 2 Verifiable random function process based on
RSA.
Input: Two unequal large prime numbers p and q, an integer

e and Euler function ψ(x).
Output: public key < e, n >, private key < d, n > and

Output value b.
1: n← p× q ;
2: ψ(n)← ψ(p− 1)× ψ(q − 1);
3: Calculate d, where d× e ≡ 1 mod ψ(n).
4: Generates < e, n > and < d, n >;
5: h← hash (SK,α);
6: Proof ← hd mod n;
7: if Proof ′ = hash (SK ′) mod n then
8: Random number is valid, b← true;
9: else

10: Random number is invalid, b← false;
11: end if
12: return b

With the addition of VRF, PBFT has made a new break-
through in scalability and security. The characteristics of VRF
ensure that no user can generate a fictitious r to join the
voting committee under the premise that the α is determined.
The value of α will change with the result of the previous
round of blocks. Therefore, it is difficult for malicious users
to predict the α random value of the next round. VRF can
control the number of nodes drawn, which makes the nodes
in the consensus stage process not exceed the threshold.
Furthermore, it ensures more flexibility in network expansion
and change than the original PBFT. In terms of security, VRF
improves the master selection mode. The remainder method of
PBFT is easy to expose the order of the master node, affecting
the packaging block of the master node. After the introduction
of VRF, the attackers cannot know the master node in advance.
Therefore, the security of the packaging process is improved.
In addition, in each round of consensus process, the proposal
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node, verification node and confirmation node are randomly
selected by VRF, which is difficult for attackers to predict,
thus greatly enhancing the overall anti attack ability of the
consensus algorithm.

V. SIMULATION EXPERIMENT AND ANALYSIS

In this section, we analyze the simulation results of the pro-
posed model and evaluate its performance comprehensively.
The system is evaluated with simulator in Matlab. We set up
nodes in the system for testing, and the memory capacity of
each node is 50MB, which contains 2MB source information
of the node itself. All the experiments are completed on a
personal computer with 4 gigabytes memory and Intel i5 quad
core CPU.

A. Identity authentication protocol simulation experiment

In this paper, we propose a behavior trust authentication
mechanism (BTEA) for MTS based on the blockchain net-
work to ensure data confidentiality and integrity in device
access and information communication. In order to highlight
the performance advantages of the authentication mechanism
proposed in this paper, we choose three authentication mod-
els to compare the authentication time. These three models
are all discussed for vehicle certification in the IoT-enabled
transportation scenario. The first authentication mechanism
(VGKM) is proposed in literature [37]. This dual authen-
tication mechanism of dual key management can join and
remove vehicle nodes in a brief way. The second scheme
is Vehicular Ad-hoc Network (VANET) local authentication
and roaming authentication (PPAS) based on bilinear pair in
literature [38]. The last one [39] is a lightweight anonymous
scheme (VAAS) based on bilinear pairing, which eliminates
the bilinear pairing operation and significantly reduces the
computational complexity of vehicles.

Fig. 3: Average authentication time.

Fig. 4: Authentication time variance.

Fig. 3 describes the average value of node authentication
time in each system with the increasing number of partici-
pating nodes. Fig. 4 illustrates the curves of authentication
time variance of the four systems respectively. It can be
seen from the two charts that compared with the other three
models, the time average value of node authentication in our
proposed scheme is at a lower level. Although the model
VGKM performs best in the average value, its variance level is
significantly higher than that of other models when the number
of nodes increases to more than 20. In addition, it carries
the certificate information of both sides in the authentication
interaction information, resulting in high load problem and
data loss. The scheme in this paper is close to VGKM, but
the effect is not stable as PPAs and VAAs. As for resisting
security attacks, VAAs and VGKM have the same security
problems, and PPAs is vulnerable to replay attacks. Therefore,
the proposed BTEA scheme is similar to other models in
authentication time, but the security of authentication process
is improved.

B. Time performance experiment of consensus algorithms

TPS is the detection standard for the operating efficiency
of the blockchain system. The definition of throughput is the
average of the number of transactions packed into a block in
a unit time. It is calculated as follows:

TPS = Btransaction/∆t, (11)

where, ∆t represents the block generation time and
Btransaction is the quantity of transactions packed into the
block during the ∆t time period. In the test phase, we compare
the improved PBFT algorithm based on VRF and credibility
(VC-PBFT) proposed in this paper with traditional PBFT, Dy-
namic Practical Byzantine Fault Tolerance (DPBFT) [40], and
the Geographic Practical Byzantine Fault Tolerance (GPBFT)
[41] algorithm. PBFT algorithm can completely separate the
blockchain from the reward mechanism of tokens on the chain.
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It solves the Byzantine problem with limited nodes and ensures
certain performance at the same time. However, there are still
some problems, such as security vulnerabilities in the selection
of master nodes. Based on PBFT, the DPBFT protocol intro-
duces the concept of participation to measure whether nodes
are active enough. By adding screening conditions to ensure
the effectiveness of participating nodes, so as to effectively
improve the system security. Additionally, GPBFT is based on
the assumption that fixed IoT devices have a low probability
of becoming malicious nodes. GPBFT uses the geographic
information of fixed IoT devices to reach a consensus, so
as to avoid Sybil attack. Taking the number of nodes as the

Fig. 5: Comparison of system TPS.

independent variable, we observe the change of TPS value of
each model with the increase of node number. It can be seen
from Fig. 5, the consensus algorithm proposed in this paper has
the highest computational efficiency in the blockchain system.
And this advantage becomes more obvious with the increase
of the number of nodes.

In order to prove that VRF improves the consensus efficien-
cy of the system, we apply the four models to the network
with 180 nodes. Fig. 6 shows how the generation time of each
block changes as the number of rounds increases. Compared
with PBFT, DPBFT and GPBFT, the communication cost of
the proposed VC-PBFT scheme decreases in the process of
reaching a stable state.

There is no doubt that the addition of VRF algorithm
simplifies the consensus process, resulting in an increase
in the number of transactions adding blocks per unit time.
More importantly, with the increasing number of nodes, the
performance of the consensus mechanism will not decline
significantly. It can be verified that the output of VRF has
good randomness, so it ensures the randomness of extracting
consensus nodes in non interactive mode. Therefore, the
centralization of the system is greatly reduced. On the whole,
the output randomness of VRF ensures that the transaction
is evenly distributed to all candidate nodes. It reduces the

Fig. 6: Time for generating unit block.

workload of each node and improves the concurrent processing
ability of the transaction. For the other three comparison
schemes, because of the lack of node filtering mechanism,
the number of transactions will decrease significantly with the
increase of node points. However, for the shipping system with
changing environmental facts, the joining and launching events
of nodes are frequent. Therefore, the proposed VC-PBFT
mechanism is more suitable for IoT-enabled MTS application.

C. Fault tolerance performance and safety analysis

This section shows experimental studies for the Byzantine
fault tolerance performance of the proposed consensus algo-
rithm and conducts security analysis. In the initial blockchain
system with 1500 nodes, there exist 480 labeled Byzantine
nodes. Fig. 7 illustrates that after about 15 rounds, the pro-
posed VC-PBFT algorithm can more obviously eliminate the
Byzantine fault nodes, while the security of PBFT algorithm
is lower.

That is because PBFT has the security vulnerability of
randomly selecting the main section for view switching and
the problem of low consensus efficiency when consensus
nodes increase. It is difficult to apply PBFT to networks
with more than 100 nodes, because of the O(n2) messaging
complexity. If you want to reliably broadcast a message in
a network where Byzantine nodes (malicious nodes) exist,
at least O(n2) message complexity is required accordingly.
When the proposed consensus algorithm greatly reduces the
number of broadcast participants, the consensus efficiency will
be improved naturally, and the fault tolerance and security
will be enhanced. The problem of transaction performance
is solved by using VRF and credibility mechanism. For all
candidate nodes, each candidate node has a different private
key. Different random numbers will be generated after using
the same seed as the input of the node identity extraction
algorithm. For the same node, different random numbers will
be generated. Therefore, each candidate node will process the
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Fig. 7: Byzantine node number comparison.

transactions of some clients in the whole network. The union
of the transactions processed by the candidate node is all
the transactions in the whole network. In this way, all the
transactions in the whole network are allocated to different
nodes, reducing the number of transactions processed by a
single node.

This scheme adopts blockchain technology as the support,
and multiple nodes form a blockchain network. Even if some
nodes go down or betray, it will not affect the normal operation
of other nodes in the network and avoid the single point
of failure of the system. In the system security experiment,
we change the original fixed consensus node into a set of
candidate nodes, and then use the lottery algorithm based on
VRF algorithm to determine the final nodes. The adversary
node cannot obtain the private key of the candidate node,
so it is difficult to determine the attack target. Even if the
opponent’s proposal controls some candidate nodes, it may
not be able to participate in the subsequent consensus process
because it is not selected, which increases the difficulty of the
opponent’s attack and improves the security of the consensus
mechanism. Moreover, the business system is vulnerable to
replay attacks, causing economic losses to the shipping indus-
try. In the proposed system, the core of the VRF algorithm
for blockchain is to sign the message using the RSA digital
signature algorithm, and then use the hash function to calculate
the hash value of the digital signature. It ensures that different
digital signatures can be obtained for different messages, and
then different random numbers can be obtained. Therefore,
replay attacks can be defended with the help of random
numbers of both sides of communication. Thus the model has
a good defense effect against the camouflage attacks, denial
of service attacks and replay attacks.

VI. CONCLUSION

With the wide application of IoT technology in all aspects
of MTS, the risks and challenges in safety and reliability

have also increased significantly. Aiming at reducing the
risk of information leakage in maritime transportation, this
paper puts forward an IoT collaborative processing system for
marine transportation flow scheduling and management. The
system takes the blockchain mechanism as the guarantee for
system authentication and secure transmission. Additionally,
we propose an improved PBFT consensus algorithm based
on VRF and credibility mechanism to adapt to the frequent
environmental changes. The proposed mechanism ensures that
the transactions are evenly distributed to all candidate nodes,
and improves the concurrent processing ability of the system.

In fact, as a future work, we will continue to pay attention
to the development of marine information industry. We plan
to use the proposed architecture within the context of the
Cloud Computing to augment our solution. We will explore
more concise and lightweight authentication methods, so as
to further improve the information transmission mechanism
of MTS. Last, our work has not addressed the problem of
detecting possible conflicts between messages. In fact, the
messages submitted by the two terminal devices may be
opposite or conflict with each other. In this case, how to filter
reliable messages is our next research direction.
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